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Why are we giving this to you?

As a school we need to use information about students and their parents/guardians. We do this for a
number of reasons. This notice tells you what information we use about students and
parents/guardians and why we use it.

If students want to know anything about what we do with their information, they can ask their
parents or guardians and ask them to contact the school. The school wants students to feel free to
raise any questions at all.

We also have a person called the Data Protection Officer at the school. They can answer any
questions students or their parents/guardians may have about what the school does with their
personal information. If students or their parents/guardians want to speak to them, then they can do
so by contacting:

Data Protection Officer
dpo@isparis.net

Policy Statement

We are the International School of Paris. During the period of time that students are enrolled with
us, we use information relating to students and their parents/guardians for a range of educational,
administrative, and safeguarding purposes. In this context, the school acts as “controller” with regard
to the personal information it uses.

Information that identifies students or their parents/guardians, or relates to them, is known as
personal data. This includes information provided directly by them, as well as information we receive
from other individuals or organisations where appropriate.

Any action we take in relation to personal data, such as collecting, using, storing, or sharing it, is
referred to as processing.

This document sets out, in particular, what personal data we will hold about students and their
parents/guardians, why we process that data, who has access to this information, and the rights that
students and their parents/guardians have in relation to their personal data processed by us.

How do we use personal data about students and their
parents/guardians?

A. Personal data about students

Categories of students’ personal data we process

We will collect, hold, share and otherwise use the following categories of information about
students:

e data that identify students (such as their name, nationality, gender, photographs, school
unique student number, country of birth, passport);
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data relating to the students’ family (such as parents/guardians names and contact details,
emergency contacts details);

contact details (such as the address, telephone and email);

financial data (such as tuition fee records, payment history);

educational data (such as assessment information, grades, details of previous/future schools,
language(s), attendance information, behavioral information, timetable and class
information);

digital activity (such as logins records, use of educational platforms);

video recording (CCTV images as part of the school video surveillance system);

wellbeing data (such as behavioral observations);

data relating to special educational needs and disability (such as individualized education
plans (IEPs));

medical / health information (such as allergies, immunization records);

dietary requirements.

We get this personal data from:

students;

their parents or guardians, and other children’s parents or guardians;

our staff (such as teachers, administrators, nurses, doctors, our school’s Designated
Safeguarding Lead);

people from other organisations.

Reasons for which we use students’ personal data

We use students’ information for several reasons:

To ensure the provision of education, academic support and accommodations;

To manage student’s administrative files, tuition fees, financial aid and scholarships;

To track academic progress and assessment;

To facilitate and organise extra-curricular activities, teams, clubs and placements;

To address and support any educational, health or social needs students may have;

To ensure the safety and security at the school;

To manage emergencies or incidents involving students;

As part of our admissions and re registration processes;

To support applications to universities and other organisations;

To compile statistics on university application processes & outcomes to improve students
support and success rate and inform on students’ destinations;

To provide reports and additional information to students parents or guardians;

To manage legal claims or debt recovery;

To manage school community and communications (e.g. school events, yearbooks, alumni
relations).

Legal bases for the processing of students’ personal data

Depending on the purpose of processing, we can process personal data about students based on our
legal obligations, the performance of a task carried out in the public interest, our legitimate interests
(to ensure the safety and security for example), or based on students’ consent or their parents’
consent.

Some of these things we have to do by law. Other things we do because we need to so that we can
run the school.
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Sometimes we need permission to use students’ information. This includes, for example, taking
pictures or audio/video recordings of students to be used on our website, social media, or in
communications (e.g., school information materials, yearbook).

Persons who have access to students’ personal data
Information about students can be used by:

e Members of our staff, solely for the purposes of their duties and tasks and within the limits
of their responsibilities;

e Our service providers acting as processors (e.g., IT service providers);

e Other schools or educational institutions students may attend, wish to apply to, or require
support from;

e Public authorities, where applicable (e.g., French authorities (Rectorat de I'Académie de
Paris, Ministere de I'Education Nationale));

e Exam boards.

B. Personal data about parents/guardians

Categories of parents’/guardians’ personal data we process
We process the following categories of personal data about parents/guardians:

e Identification data (such as name, relationship to student);

Contact details (such as the address, email addresses, phone numbers);

Financial data (such as billing details, payment information, bank details);

Professional data (such as profession, employer name and contact (if relevant for billing));
Communication records (such as emails, messages, meeting notes);

Video recording (CCTV images as part of the school video surveillance system).

Origin of personal data

Parents’/guardians’ personal data are provided directly by them (e.g. as part of the enrollment
process).

Purposes of processing of parents'/guardians’ personal data

Parents/guardians’ personal data are processed for the following purposes:

To manage the student enrollment and registration;

To manage the tuition fees and other payments;

To manage the student’s education;

To maintain student and family records;

To communicate with the parents/guardians and provide them with reports and information;
If necessary, to handle legal claims;

To ensure the safety and security at the school (CCTV system).

Legal bases for the processing of parents’/guardians’ personal data

Depending on the purpose of processing, we process personal data about parents/guardians based
on our contract with them, the performance of a task carried out in the public interest, our legal
obligations or our legitimate interests (e.g., for security reasons).
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Recipients of parents’/guardians’ personal data

Personal data about parents/guardians are accessible to:

e Our internal staff, solely for the purposes of their duties and tasks and within the limits of
their responsibilities;

e Qur service providers acting as processors (e.g., IT service providers, lunch providers bus
providers ..);

e Public authorities, where applicable;

e Our professional advisors.

How long do we keep students’ and parents’/guardians’ personal
data?

Personal data is only kept for as long as necessary for the purposes for which it is collected. As a
general rule, it is retained for the duration of a student’s enrolment at ISP.

After leaving the school, certain information about students or their parents/guardians may be
archived for a limited period in order to comply with legal and regulatory obligations, in particular for
administrative, educational or legal purposes.

Once these periods have expired, the data is securely deleted in conditions that ensure its
protection.

Do we transfer students’ and parents’/guardians’ personal data
outside of the European Economic Area (EEA)?

Personal data can be transferred to countries outside of EEA. These transfers are either based on
European Commission’s adequacy decisions or are subject to appropriate safeguards (e.g., Standard
Contractual Clauses). students can obtain more information about these safeguards by asking their
parents/guardians. Parents/guardians can obtain a copy of these safeguards by sending an email to
the address indicated in the “Concerns” section below.

Students and parents/guardians rights in relation to their personal
data

Students and parents/guardians have the right, where applicable, to:

Ask access to the personal data we hold about them (right to access);

Object to what we are doing with their personal data (right to object);

Have inaccurate or incomplete personal data about them amended (right to rectification);
Have their personal data erased (right to erasure);

Ask us to stop using their personal data (right to restriction of processing);

Object to the processing of their personal data (right to object);

Ask to receive their personal data and have their data transmitted to another organization
(right to data portability);

Withdraw consent to the processing;

o Define guidelines regarding the protocol for data handling after their death.
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To exercise these rights, students should ask their parents or contact our Data Protection Officer.

Parents/guardians who want to exercise their right can directly contact our Data Protection officer
using the contact details specified in the “Concerns” section below.

Students and parents/guardians also have the right to lodge a complaint with the competent
authority regarding the protection of personal data (Commission Nationale de I'Informatique et des
Libertés — CNIL) at https://www.cnil.fr.

Personal data security and use of Artificial intelligence (Al)

It is very important that only people who need to use students’ or parents’/guardians’ personal data
can do it. The school keeps their personal data safe by using a number of technical and organisational
measures. These include password protections, restricting access to information, locking hard copy
sensitive information away and managing our own IT systems.

ISP uses digital learning and administrative tools, some of which include Al-enabled features, in line
with its educational values and data protection obligations. These tools are used with appropriate
safeguards and human oversight.

ISP integrates Al into education and operations to enhance high-quality learning, foster innovation,
and promote inclusivity, in alignment with our mission to prepare students to engage and succeed in
a complex world. This approach is supported by ISP's Board of Trustees policy (September 2024) and
guided by comprehensive Al Guidelines that align with UNESCO's Al Competency Frameworks and
IB's academic integrity standards.

For complete details on how ISP integrates Al responsibly, please refer to ISP's Al Guidelines for
Education document, available on the school website.

Concerns

If you are concerned about how we are using your personal data or if you want to exercise your
rights regarding these data, please contact our Data Protection Officer:

Data Protection Officer
International School of Paris
6 rue Beethoven

75016 Paris, France

Email: dpo@isparis.net
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